Simple Threshold Fully Homomorphic Encryption
from LWE with Polynomial Modulus

NordiCrypt 7th July 2023

Katharina Boudgoust  Peter Scholl

Aarhus University

Katharina Boudgoust, Peter Scholl 7th July 2023 1/20



&

Simple Threshold Fully Homomorphic Encryption
from LWE with Polynomial Modulus

Katharina Boudgoust, Peter Scholl



Fully Homomorphic Encryption (FHE)

FHE scheme:
o KGen(1*) — (pk, sk) A security parameter
@ Enc(pk,m) — ct M message space
o Eval(pk, f,ct1, cta) — ct’ fiMxM—=M
o Dec(sk,ct’) — m’

Properties:
o Correctness Dec(Eval(f, Enc(m1), Enc(mz))) = f(m1,m2)
@ Semantic security IND-CPA
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o KGen(1*) — (pk, sk) A security parameter
@ Enc(pk,m) — ct M message space
o Eval(pk, f,ct1, cta) — ct’ fiMxM—=M
o Dec(sk,ct’) — m’

Properties:
o Correctness Dec(Eval(f, Enc(m1), Enc(mz))) = f(m1,m2)
@ Semantic security IND-CPA
Problem:

o sk single point of failure
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Threshold FHE

t-out-of-n Threshold FHE scheme:
KGen(1*) — (pk, sk, ...,sk,)
Enc(pk,m) — ct

o Eval(pk, f,ct,cta) — ct’
o PartDec(sk;,ct’) — d; ie{l,...,n}
o Combine({di },.q) = m/ Sc{1,...,n}
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Threshold FHE

t-out-of-n Threshold FHE scheme:

o KGen(1*) — (pk,sk,,...,sk,)

@ Enc(pk,m) — ct

o Eval(pk, f,ct,cta) — ct’

o PartDec(sk;,ct’) — d; ie{l,...,n}

o Combine({di },.q) = m/ Sc{1,...,n}
Properties:

o Correctness for |S| > t recover correct message

o Partial decryption security for |S| < t no information is leaked

@ Semantic security FHE is IND-CPA
Applications:

@ Storing sensitive data Yash's talk

o Electronic voting protocols

o Multiparty computations Lennart's talk
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Simple Threshold FHE, First Trial linear function in

enc randomness and sk

Ingredients: 2
1) FHE with 3 nearly linear decryption: /',
o (ct,sk) = f(mi,ma)+ et . __ ",/"
o lleall < 8 T
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Simple Threshold FHE, First Trial

linear function in

. enc randomness and sk
Ingredients: =
1) FHE with 3 nearly linear decryption: L

o (ct,sk) = f(mi,ma2)+ ect -7

~
~ -
________

° flectll, <8

2) t-out-of-n linear secret sharing scheme:
@ Share(sk) — sky,...,sk,

o Rec({ (y,sk;) };cs) = (y,sk)
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Simple Threshold FHE, First Trial linear function in

enc randomness and sk

Ingredients: =
1) FHE with 3 nearly linear decryption: L
o (ct,sk) = f(mi,mo)+ €. _ _,*”
o lleale<s 7T
2) t-out-of-n linear secret sharing scheme:
@ Share(sk) — sky,...,sk,
o Rec({ (y,sk;) };cs) = (v, sk) 1S| >t

1st Trial construction:
o KGen: compute Share(sk) — (sky,...,sk,)
o PartDec: compute d; = (ct, sk;)
o Combine: compute Rec({d; })
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Simple Threshold FHE, First Trial linear function in

enc randomness and sk

Ingredients: =
1) FHE with 3 nearly linear decryption: L
o (ct,sk) = f(mi,mo)+ €. _ _,*”
o lleallo<p T
2) t-out-of-n linear secret sharing scheme:
@ Share(sk) — sky,...,sk,
o Rec({ (y,sk;) };es) = (y,5k) S| >t

1st Trial construction:
o KGen: compute Share(sk) — (sky,...,sk,)
o PartDec: compute d; = (ct, sk;)
o Combine: compute Rec({d; }) = Rec({ (ct,sk,) }) =@ (ct,sk) =) f(m1,m2) + e

Problem:
o Corrupted parties learn e

@ After enough decryptions, can recover sk
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Simple Threshold FHE, Second Trial

Ingredients:
1) FHE with nearly linear decryption:

o {ct,sk) = f(mi,m2)+ e et ciphertext noise

2) t-out-of-n linear secret sharing scheme:
o Rec({ (y,sk;) }) = (y,sk)

2nd Trial Construction:

o PartDec: compute d; = (ct,sk;) + ¢rio0a,: €flood flooding noise

o Combine: compute Rec({ d; })
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Simple Threshold FHE, Second Trial

Ingredients:
1) FHE with nearly linear decryption:

o {ct,sk) = f(mi,m2)+ e et ciphertext noise

2) t-out-of-n linear secret sharing scheme:
o Rec({ (y,sk;) }) = (y,sk)

2nd Trial Construction:
o PartDec: compute d; = (ct,sk;) + ¢rio0a,: €flood flooding noise
o Combine: compute Rec({ d; })
= Rec({ (ct, sk;) + €fiood,i }) = f(m1, m2) + ect + Rec({ ¢fi00a.: })
Problem:
o Is Rec({ ¢fi00a,: }) still small? Needed for correctness!

o For Shamir secret sharing: no
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o {ct,sk) = f(mi,m2)+ e et ciphertext noise

2) t-out-of-n linear secret sharing scheme:
o Rec({ (y,sk;) }) = (y,sk)

2nd Trial Construction:
o PartDec: compute d; = (ct, sk;) ,a flooding noise
o Combine: compute Rec({ d; })
= Rec({ (ct,sk;) + €fiood,i }) = .

Problem:

o Is Rec({ ¢fi00a,: }) still small? Needed for correctness!

o For Shamir secret sharing: no
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Simple Threshold FHE, Final [BD10]

Ingredients:
1) FHE with 3 nearly linear decryption:
o (ct,sk) = f(m1,m2)+ €t ect ciphertext noise

2) t-out-of-n linear secret sharing scheme with small reconstruction:

g Rec({ <y7 Skz> }) = <y7 Sk>
@ if e; small, then Rec({ e; }) also small

Construction:
o PartDec: compute d; = {(ct,sk;) + ¢ i00d.: €flood flooding noise
o Combine: compute Rec({d; })
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Simple Threshold FHE, Final [BD10]

Ingredients:

1) FHE with 3 nearly linear decryption:

o (ct,sk) = f(m1,m2)+ €t ect ciphertext noise

2) t-out-of-n linear secret sharing scheme with small reconstruction:

g Rec({ <y7 Skz> }) = <y7 Sk>
@ if e; small, then Rec({ e; }) also small

Construction:
o PartDec: compute d; = {(ct,sk;) + ¢ i00d.: €fl00a flooding noise

o Combine: compute Rec({d; })
= Rec({ (ct, sk;) + €fiooa.i }) = f(ma,m2) + ect + Rec({ € 11000 })
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Partial Decryption Security

Two worlds:
@ Real: eqt and efi004

@ Simulated: only €ti00d

How close are they? [BD10] measures with statistical distance A

A(Real, Sim) < A(efi00d + €ct, €f100d) < negl(N)
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Partial Decryption Security

Two worlds:
@ Real: eqt and efi004

o Simulated: only efi004

How close are they? [BD10] measures with statistical distance A
A(Real,Sim) < A(efiood + €cts €flo0d) < negl(A)

Problem:

@ ||efi00all Nneeds to be super-polynomially larger than |lec||

o LWE-based constructions: ||€fi00d|| ~ LWE modulus ¢ and ||ect|| ~ LWE noise e,
thus super-polynomial modulus-noise ratio

» Larger parameters

» Easier problem
s
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Partial Decryption Security Q Idea:

change the

measure!
[BLR+18]

Two worlds:

@ Real: eqt and efi004

s N
@ Simulated: only €ti00d \3&5&:‘

How close are they? [BD10] measures with statistical distance A
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Improved Noise Flooding via Rényi Divergence 1/2

Let P, @ be discrete probability distributions
In [BD10]: Statistical Distance A(P, Q) = %ZmeSupp(P)\P(m) — Q)]
In our work: Rényi Divergence

rRo(PQ) = S DS

(z)
z€Supp(P)
C Supp(Q)
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Improved Noise Flooding via Rényi Divergence 1/2

Let P, @ be discrete probability distributions
In [BD10]: Statistical Distance A(P, Q) = %Zmesllppuj)\P(;L‘) — Q)]
In our work: Rényi Divergence

rRo(PQ) = S DS

(z)
z€Supp(P)
C Supp(Q)

Both fulfill the probability preservation property for an event E:

[BD10]: P(E) < APQ) +Q(E) (additive)
Our work:  P(E)> < RD(P,Q)-Q(E) (multiplicative)

o Q(FE) negligible = P(E) negligible
o A(P,Q) =' negligible and RD(P,Q) =' constant
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Improved Noise Flooding via Rényi Divergence 2/2

Two worlds:
o Real: e and efio0a

o Simulated: only efio0d
How close are they?

A(Real, Slm) < A((ffloml + €ct, Cflum’) < negl(A)

RD(Real, Sim) < RD(€fi00d + €ct, €fi00d) < constant

Advantage:
@ ||lefio0all only needs to be polynomially larger than |lec||

o LWE-based constructions: polynomial modulus-noise ratio
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Improved Noise Flooding via Rényi Divergence 2/2

Two worlds:
o Real: e and efio0a

o Simulated: only €fi004

How close are they?

A(Real,Sim) < A(€fio0d + €cts €fi00d) < negl(N)

RD(Real, Sim) < RD(efi00d + €ct, €f100d) < constant

Advantage:
@ ||lefio0all only needs to be polynomially larger than |lec||

o LWE-based constructions: polynomial modulus-noise ratio

Disadvantage:
1) Rényi divergence depends on the number of issued partial decryptions
— from simulation-based to game-based security notion

2) Works well with search problems, not so well with decision problems
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@ Challenges on the way
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Our Approaches

1) Rényi divergence depends on the number of issued partial decryptions

— IND-CPA security notion for Threshold FHE [JRS17]
—» a priori bound on partial decryption queries

2) Works well with search problems, not so well with decision problems

— one-way security notion for Threshold FHE
— lift one-way security to IND-CPA security for Threshold FHE
use Goldreich-Levin hardcore bits
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Game-Based Security for t-out-of-n Threshold FHE

Challenger C
(pk, sk)

b+ {0,1}
ctp < Enc(pk,mp)

win if b =¥

Adversary A
pk

mo,mi

cty
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Game-Based Security for t-out-of-n Threshold FHE

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t

static (sk;)ies

corruptions

mo,mi
b+ {0,1}
ctp < Enc(pk,my)
cty
b/
Y
win if b=b PartDec Oracle
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(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t

static (sk;)ies

corruptions

mo,mi
b+ {0,1}
ctp < Enc(pk,my)
?
v’ -
Y
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Game-Based Security for t-out-of-n Threshold FHE

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t

(sk;)ies
mo,m1
input: f,m1, ma
b+ {0,1}
ctp < Enc(pk,my)
cty cty < Enc(mq)
cty < Enc(mz)
Y ct « Eval(f,cty, cta)
d; < PartDec(sk;, ct)
inifb=10"
win i PartDec Oracle

output: dy,...,dn
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Game-Based Security for t-out-of-n Threshold FHE

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t

(sk;)ies
mo,m1
input: f,m1, ma
b+ {0,1}
ctp < Enc(pk,my)
cty cty < Enc(mq)
cty < Enc(mz)
Y ct « Eval(f,cty, cta)
d; < PartDec(sk;, ct)
inifb=10"
win i PartDec Oracle

output: dy,...,dn
Problem: queries to PartDec oracle are independent of ct;,
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¢-IND-CPA Security for t-out-of-n Threshold FHE [JRS17]

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t

(sk;)ies
mo, m1
b+« {0,1}
ctp < Enc(pk,mp)
cty

v ?

win if b =¥

PartDec Oracle
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¢-IND-CPA Security for t-out-of-n Threshold FHE [JRS17]

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t

Enc, Oracle

b+ {0,1}

b/

win if b =¥

PartDec Oracle
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¢-IND-CPA Security for t-out-of-n Threshold FHE [JRS17]

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t input: mg, my

ctp < Enc(myp)

Enc, Oracle
output: cty

b+ {0,1}

b/

win if b =¥

PartDec Oracle
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¢-IND-CPA Security for t-out-of-n Threshold FHE [JRS17]

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t input: mg, my

ctp < Enc(myp)

Enc, Oracle
output: cty

I
I
I
-
input: f,cty, cty)

b+ {0,1}

ct « Eval(f,cty,ct2)

G d; + PartDec(sk;, ct)

if f(mo,mg) # f(ma,m})

win if b= b/ sbort

PartDec Oracle
output: di,..., dn
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¢-IND-CPA Security for t-out-of-n Threshold FHE [JRS17]

Challenger C Adversary A
(pk,skq,...,sky,) pk
Sc{l,...,n}, |S|<t input: mg, my

ctp < Enc(myp)

Enc, Oracle
~ input-indistinguishability for MPC output: cty,

I
b+« {0,1} l

-
input: f,cty, cty)

ct « Eval(f,cty,ct2)
v d; < PartDec(sk;, ct)
_o[if f(mo,mg) # f(ma, mq)
winifb=b% LT abort

atm ,Oft,[,q,ufrlef X PartDec Oracle
output: di,..., dn
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Our Approaches

1) Rényi divergence depends on the number of issued partial decryptions

— use a IND-CPA security notion for Threshold FHE [JRS17]
— add a priori bound on partial decryption queries

2) Works well with search problems, not so well with decision problems

— define a one-way security notion for Threshold FHE
— show how to lift one-way security to IND-CPA security for Threshold FHE
use Goldreich-Levin hardcore bits

next time :)
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Conclusion
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Wrapping Up

My intuition on Rényi divergence:
@ In search problems always beneficial

@ In decision problems depends on your setting

Related Works:

o [CSST22] Use Rényi divergence directly for IND-CPA, but much weaker model
o [LMSS22] Use Rényi differential privacy for IND-CPA, but much worse parameters

Open Problems:

o Adaptive corruptions — Master project Michael & Magdalena
o Alternative noise flooding?
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Wrapping Up

My intuition on Rényi divergence:
@ In search problems always beneficial

@ In decision problems depends on your setting

Related Works:

o [CSST22] Use Rényi divergence directly for IND-CPA, but much weaker model
o [LMSS22] Use Rényi differential privacy for IND-CPA, but much worse parameters

Open Problems:

o Adaptive corruptions — Master project Michael & Magdalena
o Alternative noise flooding?

Thank you.
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