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Cryptography

The word cryptography is composed of the two ancient Greek words kryptos
(hidden) and graphein (to write). Its goal is to provide secure communication.

= Encryption

7N
= Digital Signatures f?
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Cryptography

The word cryptography is composed of the two ancient Greek words kryptos
(hidden) and graphein (to write). Its goal is to provide secure communication.

= Encryption -
» Digital Signatures Pj
= Zero-Knowledge Proofs -
= Fully-Homomorphic Encryption ggss‘js 'a'z
T @
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Security Paradigm

The security in cryptography relies on presumably hard mathematical
problems.

Currently used problems:

= Discrete logarithm

» Factoring
Given N, find p, g such that
N=p-q

1Shor, “Polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms on a Quantum
Computer”
Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 4 /27
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Security Paradigm

The security in cryptography relies on presumably hard mathematical
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Security Paradigm

The security in cryptography relies on presumably hard mathematical
problems.

Currently used problems: Quantum-resistant candidates:

= Discrete logarithm . COd(_ES |
= Factoring . Lattlce.s = today's focus
= |sogenies
Given N, find p, g such that = Multivariate systems
N = p-q s ?

A 3 quantum algorithm?!

1Shor, “Polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms on a Quantum

Computer”
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Post-Quantum Standardization Project X

= 2016: start of NIST's post-quantum cryptography project?
» 2022+425: selection of 5 schemes, 3 of them relying on lattice problems

Public Key Encryption: Digital Signature:
» Kyber = Dilithium
= HQC = Falcon

= SPHINCS+

Lattice-based cryptography plays a leading role in designing post-quantum
cryptography.

thtps ://csrc.nist.gov/projects/post-quantum-cryptography
Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 5 /27
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Lattices Can Do Much More!

Example: Fully-Homomorphic Encryption

= Securely outsource data and do analysis on the encrypted data
= Very powerful

= Only known from lattices so far

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 6 /27
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Learning With Errors

» Introduced by Regev?
= Most important hardness assumption in lattice-based cryptography

= Informal: solve random noisy linear equations over finite fields

3Regev, “On lattices, learning with errors, random linear codes, and cryptography”
Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 8 /27
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Learning With Errors

Let Z4 be a finite field.
Sample matrix A € Zg™" uniformly at random.

Setb e Zg’, where b = As + e mod g for

= secret s € Zg sampled from distribution Ds

= noise/error e € Z™ sampled from S
distribution D, such that [le]|, < J < q. mit A A +
%/_/
n

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 9 /27
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Learning With Errors

Let Z4 be a finite field.
Sample matrix A € Zg™" uniformly at random.

Setb e Zg’, where b = As + e mod g for

= secret s € Zg sampled from distribution Ds

= noise/error e € Z™ sampled from S
distribution D, such that [le]|, < J < q. mot A ' A + || ~ uniform
Learning with errors (LWE) asks to distinguish
(A,b) from the uniform distribution over I

mxn m
Zq X Zq.
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Learning With Errors
Let Z4 be a finite field. ~
. . |
Sample matrix A € Zg™" uniformly at random. |
1
/
Set b € Z7', where b = As + e mod g for L

q°
= secret s € Zg sampled from distribution Ds

= noise/error e € Z™ sampled from

distribution D, such that [le]|, < J < q. mi A A + || ~ uniform
Learning with errors (LWE) asks to distinguish NE—
(A,b) from the uniform distribution over T
Zxn X 7,

A The norm restriction on e makes LWE a hard
problem.
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Reminder: Encryption

An encryption scheme [1 = (KeyGen, Enc, Dec) consists of three algorithms:

KeyGen — sk

Enc(sk, m) — ct

Dec(sk, ct) = m’

Correctness: Dec(sk, Enc(sk, m)) = m during an honest execution
Security: Enc(sk, mg) is indistinguishable from Enc(sk, m;)

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 10 / 27
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Encryption from LWE

Let D, and D, be secret and error distributions and Z, be a finite field.

KeyGen:
Output s + D,

Enc(s, m € {0,1}"):
A < Unif(Z7*")
e+ D,
u=As+e+[q/2] - mmod q
Output (A, u)

Katharina Boudgoust, Loic Masure

Dec(s, A, u):
For every coefficient of u — As:
If closer to 0 than to q/2,
output 0
Else output 1

=3
||

q

%q %q

Cryptography: from the Mind to the Chip 11 /27
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Encryption from LWE

Let D, and D, be secret and error distributions and Z, be a finite field.

KeyGen: Dec(s, A, u):
Output s + Dj For every coefficient of u — As:
If closer to 0 than to q/2,
Enc(s,m € {0,1}"): output 0
A Unif(ZZX") Else output 1

e+ D,
u=As+e+|q/2]-mmodq
Output (A, u)
Correctness:
u—As=As+e+[q/2] -m—As sa %a
=e+[q/2]m

Decryption succeeds if ||e[|, < q/8
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Encryption from LWE 2/2

Let Ds and D, be secret and error distributions and Z, be a finite field.

KeyGen:
Output s « D,

Enc(s, m € {0,1}"):
A < Unif(Z7*")
e+~ D,

u=As+e+[q/2] - mmod q _
Output (A, u) A 'l A + |€ =~ uniform

Security:
= Assume hardness of LWE
= m hidden by LWE instance

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 12 /27
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Challenges from Encryption

Dec(s, A, u):
KeyGen: For every coefficient of
Output s < D u — As mod g:
Enc(s,m € {0,1}"):
A+ Unif(Z1*") If closer to 0 than to g/2, output 0
e+ D, Else output 1

u=As+e+ [q/2] - mmod q
Output (A, u)

» Difficult to distribute calculation among multiple people

= Difficult to protect against side-channel attacks

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 14 /27
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Context : Side-Channel Analysis (SCA)

Msg

®: N bits
> ENC
Black-box cryptanalysis: 2N

Ctx

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 16 / 27
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don’t run on paper,
Msg

|

> ENC

®: N bits
Black-box cryptanalysis: 2N

Ctx
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don't run on paper, they run on physical devices”
Msg

|

®: N bits
Black-box cryptanalysis: 2V

Ctx
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don't run on paper, they run on physical devices”
Msg

|

®: N bits
w’ jﬁ
Black-box cryptanalysis: 2V

A

Trace(Msg, o~) Ctx
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Context : Side-Channel Analysis (SCA)

“Cryptographic algorithms don't run on paper, they run on physical devices”
Msg

|

®: N bits
w’ jﬁ
Black-box cryptanalysis: 2V

N Side-Channel Analysis: 2" - ¥ n < N
Trace(Msg, o~) Ctx
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Security Proof

Proof
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Security Proof

Proof

Abstract
representation of —
the implementation
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Security Proof

o
Physical charac.

Proof

Abstract
representation of —
the implementation

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 18 / 27



Intro Cryptography Lattice Cryptography Lattice Challenges Crypto on the Chip Provable Material Security References

Security Proof

o
Physical charac.

Proof
Abstract
representation of —
the implementation

Security param. t
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Security Proof

o
Physical charac.

Proof
Abstract .
representation of — S'_ Q(o7)
the implementation Secunty level

Security param. t
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Security Proof

o
Physical charac.

Proof

Abstract t
representation of — S'_ Q(o7)
the |mplementat|on Secunty level

Security param. t

Whatever an adversary can compute with physical access, she can also do it

with black-box access, up to some error %

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 18 / 27
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Masking: what is that 7

Masking, a.k.a. MPC on silicon:*® secret sharing over a finite field (F, ®, ®)
Y (secret)
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Masking: what is that 7

Masking, a.k.a. MPC on silicon:*® secret sharing over a finite field (F, ®, ®)
Y (secret)

A
®

Y, /\;;\ Yy

¢ ¢ ¢

L(Y1) =6(Y1)+ N L(Y2) = 6(Y2) + N L(Yq) = 6(Ya) + N

4Chari et al., “Towards Sound Approaches to Counteract Power-Analysis Attacks”.
®Goubin and Patarin, “DES and Differential Power Analysis (The "Duplication" Method)".
Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 19 /27
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The Noisy Leakage Model

I Py [ LI TP
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The Noisy Leakage Model

I Py [ LI TP

If, the adversary gets:
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The Noisy Leakage Model

I IIIIIIIII
y

If, the adversary gets: Very noisy leakage
LI T T PT Y indistinguishable from blind guess

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 20 /27
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The Noisy Leakage Model

I Py [ LI TP

If, the adversary gets:
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The Noisy Leakage Model

I IIIIIIIII
y

If, the adversary gets: Low-noise leakage
HEE EEEN Exact prediction for Y
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The Noisy Leakage Model

I IIIIIIIII
y

0-NOISY ADVERSARY

Any intermediate computation Y leaks L(Y) such that:

so(v:1) = & |7v [T T (I T0)| | <
. PrlY | L] PrY]

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 20 /27
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The Noisy Leakage Model

I IIIIIIIII
y

0-NOISY ADVERSARY

Any intermediate computation Y leaks L(Y) such that:

so(v:1) = & |7v [T T (I T0)| | <
. PrlY | L] PrY]

Main assumption: every observed leakage is d-noisy

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 20 /27
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The Effect of Masking

Y (secret)
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The Effect of Masking

Y (secret)

4
52

Y: /Ytz\ Yy

¢ ¢ ¢

L(Y1) =d0(Y1) + N L(Y2) = 6(Y2) + N L(Yq) =6(Ya) + N




Intro Cryptography Lattice Cryptography Lattice Challenges Crypto on the Chip Provable Material Security References

The Effect of Masking

Y,

¢

L(Y1) = (Y1) + N

&1

[TTT13

Y (secret)

*

52

*\
Ys Yy

¢

L(Y2) = 6(Y2) + N

¢

L(Yq) = 8(Yq) + N

EPF[Y,‘ | L,]
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The Effect of Masking

Y (secret)
*
52
Y, Y, E Yy
L(Y1) =d0(Y1) + N L(Y2) = 6(Y2) + N L(Yq) =6(Ya) + N
BT O 1T [TTm =PrY; | L]

LI PTTIT] =Pr[Y | Ly,..., Ld]
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The Effect of Masking

Y (secret)
*
D
? \
e Yo
)+ N L(Y2) = 6(Y2) + N L(Yq) = 6(Ya) + N
Masking = convolutions !
SD(Y-S < gd-14d BT (IO 1T1T1D) [TT =Pr[Y; | Lj

LI PTTIT] =Pr[Y | Ly,..., Ld]

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 21 /27
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Recent Advances

FANCIER TYPES OF ENCODING (AC’25)
- Y=x% w- Y; (& public, but random)
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Recent Advances

FANCIER TYPES OF ENCODING (AC’25)
- Y= Z,‘-’Zl wi-Y; (& public, but random)

— m bits leaked on the d shares (global leakage)

Katharina Boudgoust, Loic Masure Cryptography: from the Mind to the Chip 22 /27



Intro Cryptography Lattice Cryptography Lattice Challenges Crypto on the Chip Provable Material Security References

Recent Advances
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— m bits leaked on the d shares (global leakage)
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Recent Advances

FANCIER TYPES OF ENCODING (AC’25)

- Y=x% w- Y; (& public, but random)
— m bits leaked on the d shares (global leakage)
— SD(Y;L) <O (\/2*'°g|]F“(d*1)+"’) (incentive for large )

LEAKAGE FROM COMPUTATIONS (CURRENT WORK)

For any circuit C protected with d-th order masking, with d-noisy wires,
7n-close to uniform:
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Recent Advances

FANCIER TYPES OF ENCODING (AC’25)

- Y=x% w- Y; (& public, but random)
— m bits leaked on the d shares (global leakage)
— SD(Y;L) <O (\/2*'°g|]F“(d*1)+"’) (incentive for large )

LEAKAGE FROM COMPUTATIONS (CURRENT WORK)

For any circuit C protected with d-th order masking, with d-noisy wires,
7n-close to uniform:

SD(Y:L) < ('2‘) . (2n5)°
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Our Holistic Approach

NIST PQC COMPETITION: THE PRICE OF ANARCHY
— Masking Dilithium: 50x slower X°

5Coron et al., “Improved Gadgets for the High-Order Masking of Dilithium”.
"Ueno et al., “Curse of Re-encryption: A Generic Power/EM Analysis on Post-Quantum KEMs".
8Pino et al., “Raccoon: A Masking-Friendly Signature Proven in the Probing Model”.
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Our Holistic Approach

NIST PQC COMPETITION: THE PRICE OF ANARCHY
— Masking Dilithium: 50x slower X° — Masking Kyber: “cursed” X’

CHANGE OF PARADIGM

“Whatever an adversary can compute with physical access to C, she can also
do it with black-box access to C' < C with negligible error”

| 4 <

— Find the best trade-off C’: Masking-Friendly Crypto® '&‘

5Coron et al., “Improved Gadgets for the High-Order Masking of Dilithium”.
"Ueno et al., “Curse of Re-encryption: A Generic Power/EM Analysis on Post-Quantum KEMs".
8Pino et al., “Raccoon: A Masking-Friendly Signature Proven in the Probing Model”.
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